PRODUCT SPECIFICATIONS FOR
ON-SITE CLOUDFILE
UPDATED: March 5, 2020
These Product Specifications describe the current functionality and certain dependencies of the abovereferenced product center (the “Product Center”). Access to and use of the Product Center is governed
by an underlying agreement and, as applicable, addendum (collectively, the “Agreement”) with RealPage,
Inc. and, as applicable, its affiliates (collectively referred to herein as the “Provider” “we” or “us”).
Capitalized terms used in these Product Specifications have the meanings provided in the Agreement
unless otherwise defined herein.
Subject to the terms of the Agreement, these Product Specifications may be modified at any time. If we
modify these Product Specifications, we will post the updated version at
http://www.specifications.controls.realpage.com and update the “Updated” date above. We recommend
that you review these Product Specifications periodically for any changes. Your continued access to or
use of the Product Center will constitute your acceptance of the updated Product Specifications.

1. AUTHORIZED USERS AND PASSWORD
Provider will provide the licensee under the Agreement (“Licensee”) with a user name and password
permitting Authorized Users to access the Product Center. Licensee is responsible for the protection
and dissemination of such user name and password and for any activities or actions occurring under
Licensee’s account or log-in credentials—including, without limitation, for any losses or damages
resulting from the loss, theft or misuse of or failure to protect any such user name or password.
Licensee will permit only Authorized Users to access the Product Center, will ensure that all
Authorized Users comply with the terms and conditions set forth in the Agreement and herein, and
will not permit any person that ceases to be an Authorized User to continue to use a user name or
password.

2. OVERVIEW OF ON-SITE CLOUDFILE
ON-SITE CLOUDFILE is a cloud-based file management, storage, and collaboration productivity tool.
Its file hierarchy is designed to support the organizational structure and collaborative needs of
multifamily operations, with folders pre-configured for a PMC, its regions, communities, units, and
residents.
Files can be uploaded, emailed, or faxed to ON-SITE CLOUDFILE. Users’ On-Site permissions control
file access and usability, and can allow third parties to securely add or download files. Storage is
unlimited, and built-in search functionality helps users find files by resident name or unit number.

3. DETAILED SPECIFICATIONS FOR ON-SITE CLOUDFILE
This section outlines the major capabilities of ON-SITE CLOUDFILE:
3.1. Multifamily Features
a.

Role permissions

b.

Property permissions

c.

Auto folder creation upon application submission

d.

Folder creation by integration with property management software

e.

Property file exports

f.

Read-only audit access
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3.2. Basic Functionality
a.

Document sharing within communities or across a portfolio; user-generated secure
download links allow vendors (utility, insurance, collection companies, etc.) to securely
download files.

b.

Folders are centrally managed, so when a renter applies online, a folder is automatically
created for them with subfolders pre-defined according to a property’s specific needs (such
as Renters Insurance, Photo ID, Pet Vaccinations, etc.).

c.

When ON-SITE CLOUDFILE connects to a property management software integration such as
Yardi, and ON-SITE CLOUDFILE is on, folders for leases and units sync automatically.

d.

Documents signed electronically in On-Site are automatically filed in their respective folders.

e.

Subscription notifications signal staff when a new file has been uploaded.

f.

Customers can create a ON-SITE CLOUDFILE Read Only login for a prospective buyer during
due diligence; upon sale, files are zipped into an export and can be securely downloaded by
the buyer using an ON-SITE CLOUDFILE PIN.

g.

No total storage limit; individual files limited to 10MB each.

h.

Uploadable file types include XLS, Word, PDF files, videos, and photos.

i.

Security: The ON-SITE CLOUDFILE hosting system employs geographically distinct redundant
tier 3 data facilities and is both PCI compliant and SAS 70 certified.

4. CALIFORNIA CONSUMER PRIVACY ACT OF 2018 (“CCPA”) DATA PROCESSING STATEMENT
This CCPA Data Processing Statement applies to “Personal Information” of a “Consumer” as those
terms are defined under the CCPA (referred to hereafter as “Personal Data”) that RealPage processes
in the course of providing services under the Product Center (“Services”) governed by the Agreement
to Customer.
RealPage understands the terms in this CCPA Data Processing Statement and agrees to comply with
them. The terms of this CCPA Data Processing Statement will prevail in connection with the purpose
and scope of this CCPA Data Processing Statement over any conflicting terms in the Agreement.
4.1. Customer’s Role. The Customer is a for profit entity that determines the purpose and means of
processing Personal Data. Customer will provide Personal Data to RealPage solely for the
purpose of RealPage performing the Services.
4.2. RealPage’s Role. RealPage shall provide the Services and process any Personal Data in accordance
with the Agreement. RealPage may not retain, use, or disclose Personal Data for any other
purpose other than for providing the Services and in performance of the Agreement.
4.3. Data Processing, Transfers, and Sales. RealPage will process Personal Data only as necessary to
perform the Services, and will not, under any circumstances, collect, use, retain, access, share,
transfer, or otherwise process Personal Data for any purpose not related to providing such
Services. RealPage will refrain from taking any action that would cause any transfers of Personal
Data to or from RealPage to qualify as “selling personal information” as that term is defined
under the CCPA.
4.4. Sub-Service Providers. Notwithstanding the restrictions in Section 2.3, Customer agrees that
RealPage may engage other Service Providers (as defined under the CCPA), to assist in providing
the Services to Customer (“Sub-Service Providers”). RealPage carries out appropriate due
diligence on each Sub-Service Provider and the arrangement between RealPage and each SubService Provider is governed by a written contract which includes terms substantially equivalent
to those set out in this CCPA Data Processing Statement.
4.5. Security. RealPage will use commercially reasonable security procedures that are reasonably
designed to maintain an industry-standard level of security, prevent unauthorized access to
and/or disclosure of Personal Data.
4.6. Retention. RealPage will retain Personal Data in accordance with Customer instructions, the
terms of the Agreement, or any applicable law(s), whichever requirement is controlling under the
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circumstances. At the termination of this CCPA Data Processing Statement, or upon Customer’s
written request, RealPage will either destroy or return Personal Data to the Customer, unless
legal obligations require storage of the Personal Data.
4.7. Assistance with Consumers’ Rights Requests. If RealPage, directly or indirectly, receives a request
submitted by a Consumer to exercise a right it has under the CCPA in relation to that Consumer’s
Personal Data, it will provide a copy of the request to the Customer. The Customer will be
responsible for handling and communicating with Consumers in relation to such requests.
4.8. Enforceability. Any provision of this CCPA Data Processing Statement that is prohibited or
unenforceable shall be ineffective to the extent of such prohibition or unenforceability without
invaliding the remaining provisions hereof. The parties will attempt to agree upon a valid and
enforceable provision that is a reasonable substitute and shall then incorporate such substitute
provision into this CCPA Data Processing Statement.
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